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This module describes the basic configuration and semantics for the KERNELC 1 The i ins 30

Highlights

Matching Logic = Operational Semantics + FOL e P g Il STt treatode sleft ‘ | |

/*@ ru 1 e < k> s => return : </ k> S tr uc t 1 i S tN od e { i nt va 1 HE- tr uc t 1 is tNo d e *n ext ’ } ’ Abstract ’:‘l;leu:);sig:nc;);iiﬁlzr;vii(;:rfggvli(:RNELC contains a computaﬁon. cell k, an ?nvir'onmenl cell mapping (local) variables to vall.,es,
\ . . . | g the control context upon calling a function, input and output cells, a memory cell mapping
< i n> A = e p S i 1 on < / i n> ! struct s t ac kNO d e { struct t reeNo d e *va 1 HE truct s t ac kNOd e *nex t ’ } ’ location (represented as naturals) to values (integers), a ptr cell for maintaining information about memory blocks allocation
<pout > epsi 1 on => r;v ( A ) < / out> KERNELC is a non-trivial subset of the C language (including memory allocation and pointer arithmetic), which is used to sizes, a counter for generating fresh locations and integers, and a rand cell to help in the random number generation process.
i f =1 - P struct listNode *tolListIterative ( struct treeNode *t ) exemplify several runtime analysis capabilities of K definitions, as well as concurrency power and easiness in defining and
if n = len(A) */ /%@ ru le <k> $ = return ?0: </l exploring relaxed memory models. CONFIGURATION:
- ’
. . . o int i; <heap_> tree(t)(T) => list(?1)(tree2list(T)) <_/heap> */ Research based on KERNELC T?
e Alo gIC TOor reasoning a out con gu rations struct listNode *x; Ot LictNade st KRNBLC originted inth sudy of memory safetyfor C and firstpresented i the following pape: D 5
struc 1stNoce H . . . o . . .
Grigore Rosu, Wolfram Schulte, and Traian-Florin Serbanutd: Runtime Verification of C Memory Safety.
i 0: struct stackNode #*s; g_ §_ ) i $ ; ) Y Y & ([H‘j ([ms (’mj (’F:;‘j (’?';j‘j
0 ’ Runtime Verification (RV’09), Lecture Notes in Computer Science 5779: 132-151. 2009 ° :
X = Y3 .
® F O r l I l u I a e /#@ inv <in> 7B <_/in> <heap_> list(x)(?A) <_/heap> if (t == 0) Since then it has been expanded and used for expressing and verifing concurrency features and anomalies for both sequentially-
/\ 1 <=n/\ len(?B) = n -1 /\ A= rev(?A) @ ?B */ return 0; consistent and relaxed memory models, as detailed in Chapter 5 of:
while (i < n) {
. . struct listNode *Y; 1 0; ) Traian-Florin Serbanutid: A Rewriting Approach to Concurrent Programming Language Design and Semantics Operations on local variables
— FOL over con u rahons calle a'l_-te rns s = (struct stackNode #) malloc(sizeof(struct stackNode)); PhDD Thesis, University of Illinois, December 2010
’ y X sS—->va 1 = t ’ | L J Local variables in KERNELC are restricted. They cannot be shared, cannot be addressed, and therefore reside in a separate
’ space called the environment.
. . . . - = .
X ( S t ruc t l. 1s tNO d ex* ) ma 1 10 (o ( sS1zeo f ( S t ruc t 1 1S tNo d e ) ) ’ S n ?x t 0 ’ - . Since their behavior does not depand on the interaction of threads, accesses to them are considered structural when analyzing
/*@ inv <heap_> treelList(s)(?TS), list(1)(?A) <_/heap> MobULE KERNELC-SYNTAX thread interactions.

—_— Conﬁgu raﬁons are allowed to Contain Va riables if:::i:g‘g";;&(x—>val)); /\ tr?eilist(T) = treeList2list(rev(?TS)) @ ?A */ IMPORTS K-LATEX+PL-ID-+ PL-INT
S e 1. hile (s =9
} 14=1; " ;tiuct treeNode *tn; oL

KERNELC syntax

struct listNode *1ln;
[ IVIO e S //@ inv <out_> ?A </out> <heap_> list(x)(?B) <_/heap> /\ A = rev(?A @ 78B) struct stackNode *sn; This module specifies the syntax of KERNELC. The syntax has been kept as close to the C syntax as possible to allow a
RULE ‘é -ﬁa

hil ( ) { resonably large class of C programs to be parsed and executed with the KERNELC definition. Nevertheless, the syntax is quite
S t € )t< listNode * sn 5 small, covering only 33 constructs of the C language.
struc 1stTNoce H ’
. . yi = s->next ; Arithmetic expresions
— Ground configurations = xonexts tn = saval)
printf("%d " ,X->Val) H ‘_free(sn) ; SYNTAX Exp ::= Exp + Exp [strict] RULE
free(x); if (tn->left != 0) { | Declld

oy sn = (struct stackNode *) malloc(sizeof(struct stackNode)); | 1d
X y: 1
sn->val = tn->left; |E” £ .
sn->next = s; | Exp - Exp [strict]

Satisfaction

Arithmentic expressions

| Exp ++
} s = sn; | Exp == Exp [strict] Lt Ly Iy o L
1 . . | Exp 1= Exp [strict] RULE L+ Iy = Iyt Iy
— Matching for configurations, plus FOL for the rest —— e b (tnooright 1= 0) 1 Fedd o

@ e ierminal — bash — /oxX14 sn = (struct stackNode *) malloc(sizeof(struct stackNode)); |gg;§g§g§3 RULE 1% Dy = Iy Iy when Iy =10, 0

mobile-255-135:matchC andrei$ time (gcc demo/2-io/io3.c ; echo '5 12 3 45 sn->val = tn; e e oot (<o o)

567809 10' | ./a.out ; rm a.out ) sn->next = s; J T = .

12345109876 S = sn; Logical operations RULE D <Tp = Bool2int (11 <pu Iz

real @m0.035s sn = (struct stackNode *) malloc(sizeof(struct stackNode)); RULE Ty == I — Bool2Int ( Iy ==pn, I )

user Om0.018s ::-:::}(t: t:->rlght; SYNTAX Exp = ! Exp RULE [ != I, — Bool2int ( I '=py Ip )

- =S Exp && E.

Sys‘ Om@.012s ) ) ) s = sn; ' I Eii?Ex;p: Exp RULE _?_:_—if(_)_else_

mobile-255-135:matchC andrei$ ./matchC demo/2-io0/io3.c tn->left = tn->right = 0; | B || Exp

Compiling program ... DONE! [0.378s] } -

Loading Maude DONE! [@.202s] else { St

Verifying program ... DONE! [@.183s] In = (struct listNode *) malloc(sizeof(struct listNode)); LIRS RULE (1) -elseS S  whenl==p, O

Verification succeeded! [123418 rewrites, 6 feasible and 4 infeasible paths] ln->val = tn—>va1; For simplicity we syntactically restrict the printf and scanf to have only one, identifiable, argument. As the & operator is RULE iT(7)Stelse—— S  whon = I=mpe O

Qutput: 123 4510 9876 ln-=next = 1; not part of the language, we opt for two versions of scanf, first for reading (local) variables and the other for reading into heap. oot Fomm

Examples of Patterns etz el | | S -
- ree(tn); SYNTAX Exp ::=prin "%d; ", Exp ) [stric RULE while t
X 4 / | scanf("%d",&Exp ) if(E) { St while(E) St} else {}
p } } | scanf("%d", Expp) [strict]
return 1; Memory allocation and addressing eunLoutput
} Agajn, for si.mplicity we spell out a fixed syntax for malloc, using the size of integers as a multiplication factor and the result to TWh::::Z E::epi:r::z::er::t:::::;:;;:::f:ﬁgl::‘::I::llsnlt:l? :;:Z::::::ai?:i:::m ading from the
Y : d h d = a integer pointer. input buffer and that of writing into memory.
X points to sequence A, and the reversed sequence BOL Terminal — bash — 77 k
. . . . mobile-255-135:matchC | Pointerld RULE printf("%d;", 1) s
LISt manIpUIatI ng funCtlonS fa.out ; rm a.out ) | (int*)malloc(.Exp *sizeof(int)) [strict] void S *string INE2String (1) +string ;"
A has been output ——— Py o B |
r 11234567 | Ew [ Exp ] C“—E .. &
int Val: RULE scanf("%d", N ) e
struct listNode =*next; ‘ *N=1 :
. ’ 1 om0.041s
3 3 3 3 I A }; rea Assignment
X |—> | r V user 0m@.024s 5 =
a p 0- w ( < al, p> env < St (a ) ) 7 O-> hea p (w ? e ( ) > OUt) Sys Om@.014s We have Exp in the left side to allow both assigning to variables and heap locations. RULE scanf("%d",&X ) CD?
struct listNodex reverse(struct listNode *x) mobil..e-_-255-135:matchc andrei$ ./matchC demo/4-binary-tree/binary_tree3.c T < LSl % :
/*@ rule <k> $ => return pl; </k> Complllng program ... DONE! [0.477s] SYNTAX  Exp ::= Exp = Exp [strict(2)]
<heap_> list(x)(A) => list(pl)(rev(A)) <_/heap> */ Loading Maude ....... DONE! {0.2445% »
o d I b II d f m d ( ) { Verifying program ... DONE! [0.596s {Funcﬁoninvocaﬁon J asic statements
untruSte ( ) Can On y e Ca e ro trUSte struct listNode *p; Verification succeeded! [382376 rewrites, 9 feasible and 31 infeasible paths] o v
Qutput: 123 45671234567 SYNTAX  Exp = Id ( List{Exp} ) [strict(2)] '
p=20; _ _ mobile-255-135:matchC andrei$ [ v |1d()u " RULE {8t} = S1s
3 3 (( t t d () > < t t d () > ) /r/‘@fllr(w)<?eap_> list(p)(?B), list(x)(?C) <_s/heap> /\ A = rev(?B) @ | . o
WREILELX RULE St Sts — St ~ Sts
S13dS9 ((untruste kK (S1,truste s S92 ) fstack e e o | / { J s
y = x->next; A SYNTAX Exp ::= random() Function declaration and function call
x->next = p; | srandom( Exp ) [strict]
. o ° . p = X; Kk funs.
i R d W t d t II' I ﬁ d =Y . rRuLE / int X XI{ Sts} o
ea / rI e a ara Ce SI p I e } ali y' - [Statements J . X—int X XI{Ss}
return p; SYNTAX Stmt::|= l{?y}cp; [strict] ROk yi—or—]iid—; Xl{’s}s’?é{ﬂs}t-s}(\}sia’;’}
aXaal ((X A > k <X — aj .. .> k) } k . o | { StmtList } SYNTAX Listltem ::= Id # Map # K
if( E S K
jtéuctllisﬁNoge* app:nd(st;uct/&istNode *x, struct listNode =x*y) Stac |nSpeCt|0n I ifEEZ;S;Z:‘elseStmt[strict(l)] X (V) K
*@ rule <k> $ => return x1; </k> : . - | while( Exp ) Stmt Sis
. . . void trusted(int n); !

{ <hesp> Lstha(R), Listiy)(8) = List(xi)(A @ 8) < fheap= 3/ void untrustéd(int)n): | return £z ; foicd o .E fotack
struct listNode *p; woid apy{int 2 \ rF R ]
if (x - 0) unction declaration

return y; . : ~ - CONTEXT: int —=[J
4 void trusted ( int n) . SYNTAX Stmt ::= Declld List{Declld} { StmtList }
. /*@ rule <k> $ => return; </k> <stack> S </stack> <out_> epsilon => A </out>
F/,*é :r'\v <heap_> lseg(x, p)(?A1l), list(p)(?A2) <_/heap> 1 if n >= 10 \/ in(hd(ids(S)), {main, trusted}) */ r#imludepragmas ] T
/N A=7A1 @ ?A2 /\ ~(p=10) /\Ny=!y *x/ rintf("%d ", n);
while (p->next) Sntrust ed(n): ' This is abusing the C syntax to allow splitting programs into fragments (statement lists) which are then included one in another.
= p->next; . ! - S o
® p-—gnex: =Y, :?yggi’ SYNTAX itmt;:#in;luie.xinntLLi.s»
SYNTAX  StmtList ::= StmtList StmtList
Partial Correctness trustes(n - 1); E N
} return x; SYNTAX Pgm ::= StmtList RULE @C’T\) A Em K
SYNTAX Id ::=main a > T

) . void untrusted ( int n ) SYNTAX Pointerld ::= }deointerId [ditto]

int IEY{ch(St"UEt 115tN°di* x) . h U h /*#@ rule <k> $ => return; </k> <stack> S </stack> <out_> epsilon => A </out> SYNTAX Declld:;:ilntExp k rand

//@ rule <k> $ => return len(A); </k> <heap_> list(x)(A) <_/heap> if in(trusted, ids(S)) */ | void Pointerld RULE randon() N

° h H | . ﬁ . { ) 1 { SYNTAX  StmiList ::= stdio.h randomRandom ( N”) ¢ \ N’ +e 1
We have two rewrite relations on configurations int printf(*sa *, -n); B |
1 n
1= 0; any(n -1); [The above constants are introduced so that KERNELC accepts a subset of the C programs. j RULE
. . . /*@ inv <heap_> lseg(old(x), x)(?A1), list(x)(?A2) <_/heap> } ' void
> glven by the Ianguage Ope ratlonal Semantlcs’ Safe hile {\{A = 7A1 @ ?7A2 /\ 1 = len(?A1) %/ SYNTAX  List{Bottom} Ztlzl(‘i)st{Bottom}.List{Bottom}[assochybridid: () strict] coNTEXT # Dz
" { $= ?' void any(int n) | Bottom CONTEXT: * [ ++
X = x ; next { d( ) SYNTAX List{ Pointerld} ::= List{ Pointerld} , List{ Pointerld} [ditto] ,
. 0 . 0 R - — ’ // unt ruste n : | List{Bottom} SYNTAX Va :::{Irgi
—> gijven by specifications; unsafe, has to be proved ) fin'> 10) e
t 1: // possible security violated if n < 10 SYNTAX LwﬂDwMﬁunggiwmﬁ.LmﬂDwMﬁBMm] smmx}hTZygzm
. I d [] I .ﬁ d f d ° ° ° I . return ’ trusted(n - 1): 4 |4LiSt{BDtt0n:l,’ . I it;’r'{PainlerId]
ea (simplified for deterministic languages): N i) ) i) e
| List{Declld} I E::zzf)re(Map)
1 1 E 3 1 int main() | List{Pointerld} SYNTAX  KResult ::= List{Val}
— Pick left — right. Show that always left — (— U —)* right
- uxiliary functions
d I h' I : : b : mobile-255-135:matchC andrei$ time (gcc demo/3-list/list3.c ; ./a.out ; rm a. ;;u?;?‘j(s), Aty funet
modulo matching logic reasoning (between rewrite steps o) yis):

x: 12345 . RULE Nj .. N; —«

reverse(x): 54 3 2 1 Fetura o RULE Ny .. SwuN~N.Ni .. N

x: 123 SYNTAX  List{Val) := List{Val} , List{Val} [ditto]

y: 1 2(3 ) | minal ) 77% SYNTAX List/Exp}::‘:‘zli{vt{Wl}

append(x, y): 12 3 1 _— END MODULE

b Th eo rel I | (Sound neSS): ' qlobile-255-135:matchc andrei$ time (gcc demo/S5-stack-inspection/stack_inspect B MODULE KERNELC-SIMPLEMALLOC
real Pm0.039s ion3.c ; ./a.out ; rm a.out ) IMPORTS K
Oma 0225 5 4 3 2 1 0 IMPORTS KERNELC-SEMANTICS
E H I'{] . ” . user .

- If |eft rlght and Conﬁg ‘]]atChes IEﬂ SUCh that Conﬁg Sys 0m@.014s real Om0.032s A simple memory allocator
o . 0 ] mObile-255-13S:matChc and reis * /matChc dem°/3-1iStlliSt3' c bt gmg. :125 The rules below define a very simple memory allocation mechanism, which basically allocates memory in order, starting with
% ’r' Compiling pr‘og ram ... DONE! [G .4765] Sys my. S thelocationfollo]vlvingﬂlelaslAallocal?filoca:ion. Since the memory is not reused, the purpose of defining free is to detect

has a normal form for Y/ then nf(conﬁg) atChes rlght Loading Maude ....... DONE! [0.265s] mobile-255-135:matchC andrei$ ./matchC demo/5-stack-inspection/stack_inspecti to non-allocated/previously I

Verifying program ... DONE! [0.963s] 0“3-§ ) g S i

Verification succeeded! [418155 rewrites, 12 feasible and @ infeasible paths] Compiling program ... DONE! [0.3245] (l"t*’"‘au"”ﬁ,',*m”f(l"t’)g —

Output: 1234554321123123123123 Loading Maude ....... DONE! [£.175s]

RULE

Verifying program ... DONE! [0.129s]

Verification succeeded! [79182 rewrites, 7 feasible and 1 infeasible paths]
Output: skolem(3, 7A)

mobile-255-135:matchC andrei$ [

mobile-255-135:matchC andrei$ [

k ptr| mem
RULE free(N) N— N’ Mem
void . Mem [L /N ..N+pyau N'1

END MODULE




